
10 Step
Checklist To 
Ease Your 
IT Management.



Today, extensive use of information technolo-
gy in all areas of business is normal and taken 
for granted. In fact, one could rightly say that 
without IT, a business cannot run anymore. It 
seamlessly weaves together all the processes 
and workflows, makes work easier and saves 
time. Consequently, management of IT is 
something that has to be handled with great 
care and due diligence.

IT has many different components like hard-
ware, software, data, networks, virtual as well 
as non-IT assets etc. All of these need to be 
tracked and managed. Therefore, it can be 
said that, IT management ensures the proper 
utilization of all the technological resources as 
well as the employees associated with it. The 
main aim here is to create value through the 
use of technology. However, in order to 
achieve this, technology must be aligned with 
the business values and strategies.

IT management is most helpful in making bud-
gets and purchase decisions. It also supports 
policy assessment and modifications, if any. A 
glimpse of how all this happens is discussed in 
the points below.

A track of total value of hardware that remains 
unused allows for optimum asset usage. Their 
proper management also brings down their 
maintenance costs. Tracking assets make it 
possible to know what is missing. Hence, it 
becomes possible to replace the items timely 
and with minimum fuss. Similarly, aging 
equipment can also be identified and replaced 
or repaired most efficiently as the case may 
be.

Knowing what you have and what you are 
missing allows you to use what you have to 
their optimum efficiency. This is applicable for 
any resource (man, machine or software). By 
purchasing the remaining things you can work 
out the best automation for your company. 
Hence, you need not set up things from 
scratch always.

Automation works only when the flow of com-
munication is fluent. As a result, IT manage-
ment will help improve your channels of com-
munication such that they are most effective. 
This will in turn help plan for the future more 
realistically. All in all, managing your informa-
tion technology will give you a better control 
over all the related IT inventory. In turn, it will 
result in better control and accountability.

For any organization, its Information Technol-
ogy is indeed one of the most valuable assets. 
This is primarily due to the multifarious roles 
that it plays. It makes for effortless and 
smooth communication, effective coordina-
tion, minimal downtime, quick recovery peri-
ods and aids in handling most unforeseen 
situations. If you want minimum interruptions 
with strong preventive measures to cut chanc-
es of similar occurrences in the future, IT man-
agement is your answer.
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INTRODUCTION

What is IT Management?

How Does IT Management Help?

Increases Productivity 

Better Automation

Smoother Communication
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Why Is IT Management Crucial To 
Success of Business?



INVENTORY
SCANNING

Work Network Scan
Distributed Assets

Scan

Windows Scan Network Scan
Agent Based Scan
From Workstation

Windows Devices
OS, Routers,Switches, 

Printer, Host Machines etc.

As has been said time and again, tracking what 
you have is very important. You cannot take 
any decision without knowing what your 
inventory holds. Therefore, first and foremost, 
make everything traceable. Get control over 
your complete inventory that pertains to IT.
                      One needs to be well aware of the 
systems that they use, equipment at their 
disposal, where each component can be 
found, their cost, how each is used, when they 
were purchased, expiry date if applicable, how 
they affect all upstream and downstream 
processes and cumulative impact on business. 
Additionally, you will have have to make an 
index of all the metadata which includes 
licensing, firmware, service providers, loca-
tions, carriers etc. This index will help identify 
upgrades, relicensing, new software installa-
tions, build business strategies and operation-
al plans etc. So, where is the starting point? 
Well! The first step is to identify all that is 
hiding in your home network. Start with the 
very basic and work your way up. A Windows 
Domain Scan is hence the most logical way to 
start. Then move on to the Network Scan and 
if your assets are strewn across various sites 
you will have to conduct a distributed assets 
scan.

Everything that you use is not always 
in-house. Many things are either outsourced 
or offshore and hence, outside the purview of 
your home network. In order to discover all 
such assets, you will need to employ agents. 
These agents will work on your behalf and use 
your workstations.
They will then examine machine data and 
send the insights to your central server. On 
each subsequent scan, it will just send the 
difference in data thereby reducing the work 
burden on the Service Desk, the server, 
    and your own network. Finally, it’s time to 
track all your mobile assets. The easiest way is 
by asking all your users to register their devic-
es for Mobile Device Management (MDM) 
tracking. The core issue arise when you have 
to decide between agent-based and agentless 
techniques of discovery. However, when in 
doubt the middle way is the best way. Conse-
quently, use a combination of the two. The 
idea is to capture as much information about 
your assets as possible. But remember to 
follow ethical practices.
                                  The next most logical question 
would be what kind of data are we looking for? 
The answer is simple, you are looking to differ-
entiate the hardware and software asset. So 
the information to capture in hardware would 
pertain to the asset configuration, its current 
state, and cost, warranty etc. Similarly, for 
software, it would consist of the name of the 
manufacturer, software version, date of instal-
lation and subsequent reinstallations if any 
etc
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1. Build Optimum Inventory

Management of information systems refers to 
those methods which support human deci-
sions using techogy. How ever, IT manage-
ment is all about value creation as already 
mentioned above. This core difference 
between the two, however, does not under-
mine the dynamics ofeach in a business envi-
ronment.

Difference Between IT 
Management And Management 
Of Information  Systems
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Planning Requesting
The Asset

Procuring
The Asset

Installing
The Asset

(Deployment)

Actual Using
Of Asset

Managing
(Maintenance 

& Storage)
ExpirationDisposal

Of Asset

ASSET LIFE CYCLE

Reconciliation

The framework of an asset lifecyclelooks 
something like this:

Compile License List

Every aspect of the business has a life cycle. It 
usually begins with planning, then procuring, 
putting it to actual use, managing and finally 
retiring it at the end of its usefulness. Hence, 
for each and every asset that is at your dispos-
al, you need to have a well-framed asset lifecy-
cle. The advantage of doing so is that at any 
moment in time knowing how the asset is 
placed becomes easy. In turn, knowing of any 
delays in procurement or any maintenance or 
other related floor issues etc. becomes 
relatively easy to handle. 

In business, some assets are such that are not 
used continuously but sporadically. It is, 
therefore, suggested to refresh your assets 
states regularly. This will help in staying 
current with each asset state. As technology 
has advanced it has made tracking of assets 
much simpler through tagging. The most pop-
ular tagging concepts include barcodes, Radio 
Frequency Identification (RFID) and Global 
Positioning System (GPS). These allow 
real-time location checks, continuous configu-
ration information checks and reconciling the 
ownership of the assets.

         Tracking the entire lifecycle of an asset 
makes the data accurate and reliable. Having 
updated information will give you the power 
to make educated and right decisions. As the 
size of your organization expands IT manage-
ment of assets will give you tracing capabilities 
with minimum effort. You can also scale the 
size of operations as the need be. Updated 
information makes scalability hassle free. It 
allows a company to plan in advance for any 
spikes that are known to occur regularly. It will 
allow and justify the maintenance of buffer 
stock so that there are no business interrup-
tions.

2. Track Complete Asset Life Cycle
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Compliance is a very big deal everywhere. In 
business, it takes on even bigger proportions 
due to its legal ramifications. Therefore, man-
agement of the software and related licenses 
is of utmost importance.

Compliance is a very big deal everywhere. In 
business, it takes on even bigger proportions 
due to its legal ramifications. Therefore, man-
agement of the software and related licenses 
is of utmost importance.
           Begin by compiling a list of all the licens-
es owned, their expiration and renewal dates 
and the contracts with which they are linked.

Select The Required
Once you compile the license list you may 
realize there are just too many of them. Some 
of these you might not even be using. Identify 
those or a combination thereof that is really 
required. However, this decision should be 
taken keeping in mind the kind of software 
used in your business. For those that are used 
continuously, you will need to have a perpetu-
al license. On the other hand, those that are 
used sporadically can be done with through 
temporary or short duration license.

Using a software asset management tool 
record the licenses that you hold, how they 
have been allocated and the number of instal-
lations made against each. Cross check this 
data to ensure that you are compliant with all 
the policies in effect (business, vendor, state, 
and government). If there are compliance 
issues, resolve them by either deleting the 
applications where the business fails to be 
compliant or purchasing additional licenses as 
required.

3. Software and License 
Management

Software and 
License 

Management



OS (Operating System) on each workstation.
Software usage -
          Frequently used software.
          Rarely used software.
          Unused software.
License details and service provisions.
In case of an outsourced vendor, 
provisions of the master agreement
or service catalog.

ITAM or Information Technology Asset Man-
agement has to be well coordinated with the 
other ITIL (Information Technology Infrastruc-
ture Library) processes. For this, one has to 
ensure that all technicians and end users are 
on the same platform. Effective ITAM integra-
tion with ITSM (Information Technology 
Service Management) will begin with mapping 
of all the end user workstations . The advan-
tage of doing so includes analysis and man-
agement of workstations, having an exact 
count of all the workstations in use at any 
time, planning for any spikes and troughs in 
workstation requirement etc.

                                Next, concentrate your efforts 
in making your CMDB as close to perfect as 
possible . CMDB is a configuration manage-
ment database which acts as a warehouse of 
data. You could also say that it holds the IT 
installations inventory. CMDB would, there-
fore, hold all the data related to configuration 
items along with a descriptive association 
between all such IT assets. This will improve 
the efficiency of all the units.

    Other than that, synergized ITAM and ITIL 
allow technicians to access workstations 
remotely in order to troubleshoot problems. 
As a result incident management becomes 
better. Since ITAM provides the technicians 
with diagnostic data, performing root cause 
analysis also becomes uncomplicated. Hence, 
troublefree problem management . Finally, 
change management becomes easy by mini-
mizing risks involved, reducing downtime and 
impact.

4. ITAM In Synergy With ITIL
It is not possible to manage that which 
cannot be measured. When looking for a 
tool to assist you with your ITAM program 
you need to ensure that it is capable of 
collecting metrics. Not just any metrics 
but those that are actually needed to mea-
sure the process and business perfor-
mance. Once you have the metric data it 
needs to be published for all the 
concerned parties to gauge performance. 
This is achieved through dashboards. So 
the metric tool should also be able to pull 
all the relevant information from the 
systems for configuring the dashboards.

Thanks to advancing technology, today the 
tools available at one’s disposal are extremely 
user-friendly. They come with built-in stan-
dard reports as well as the option of customiz-
ing. Some even allow the user to tailor make 
entire new reports and save them for contin-
ued future use. Service level metrics can also 
be used to define the roles and responsibili-
ties of each player at the task level. Conse-
quently, the responsibilities concerning the 
asset management are clearly spelled out for 
every person concerned. 

5. Continuous Metric Checks
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Some key components that need to be 
tracked by every IT asset manager include



As already stated compliance is a big issue. 
Therefore, in order to increase accountability 
and ensure compliance self-audits are 
extremely important

6. Self-Audits

As we are all aware, technology changes 
happen rapidly and frequently. As a result, it 
becomes necessary to repeatedly refresh 
your database pertaining to your IT assets. 
Scheduled scans will help you trace any 
changes that occur to your IT asset database. 
Improve your existing IT
                processes to embrace these changes 
and scans without disrupting any up-stream 
and downstream processes.
            Sometimes your own innovative ideas 
will help you stay in the top of your game to 
manage the entire IT infrastructure. Think in 
terms of legal and business requirements to 
come up with better ways to track changes. At 
times reviewing your ITAM process results in 
the past with the industry benchmarks will 
give you an insight into your weak areas that 

But the main concern lies in conducting 
self-audits correctly and with due diligence. 
For this, you need to have proper audit 
policies in place which define in detail the 
tools and people involved in conducting the 
audits. It would also tell when and how the 
audits are to be conducted.
             Conducting an audit is a time-consum-
ing task. Therefore, conduct audits one 
vendor at a time. For this, you will have to 
prioritize your vendor list. This can be done by 
profiling the vendors in terms of likeliness of 
an audit from them, the value of business 
transactions conducted with them, numbers 
and value of inventory supplied etc.
             The other important task is to define 
the scope of audits. If required be flexible to 
expand the scope in order to adhere to any 
changes in the law. However, the real work 
here lies in correctly interpreting the purpose 
of the audit.
             

7. Improve And Innovate
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Other than that, the importance of 
conducting audits on your own include -

These will help you save legal fees, fines, and
penalties.

Bring to forefront any discrepancies in the 
present IT infrastructure.

Act as an early warning system of things not 
being right.

Gives necessary exposure to the staff of what to 
expect in actual audits scenario.

There are bound to be discrepancies that 
will pop-up during theourse of the audit. 
Their remedy will lie in -

The real crux of the matter is to correct all 
mistakes before actual audits are conducted 
by authorized parties.

Installing or uninstalling a software.

Purchasing new licenses or renewing 
the existing ones.

Payment of fines.



One way to reduce overloading men is by 
automating the processes in part or com-
pletely, as required. Also, to keep the system 
downtime to a minimum, certain workstations 
can be identified for running just background 
reports and diagnostics. This way even if there 
is a system crash or downtime all the other 
systems or workstations will not get affected.

Often we don’t stop to think but take on more 
and more work even if it is beyond capacity. 
For example, overloading your workstations 
with different background processes will only 
slow them down. Breakdowns may, therefore, 
occur which would cause loss of valuable time 
and data.
Similarly, purchasing a software that is not 
supported by your network of computers is 
foolhardy. When it comes to ITAM you need to 
be fully aware of your capabilities before 
deciding what needs to be done, how it needs 
to be done and who will be responsible for 
doing it.

8. No Overloading

 There are many companies who specialize in 
IT asset management. Hiring one that suits 
your requirements is advisable. 
             While outsourcing IT, ensure that the 
company you hire does not try and force their 
way of working on you. You can demand them 
to work to meet your needs your way. Have 
proper legal and service level agreements 
defining the scope of work, assigning respon-
sibilities etc.

ITAM, ITSM, ITIL no matter which IT-related 
activity you talk about, in the end, it is all 
about who is responsible for what. Account-
ability comes only with responsibility. And 
when there is accountability, only then, there 
is compliance. If there is no accountability, 
nobody will take the onus of being compliant 
and adhering to policies. It will always be 
somebody else’s fault and all because respon-
sibility was not assigned clearly. If you want to 
make asset management simple assign roles 
and responsibilities as clearly as possible.

IT Outsourcing

Wanting to do your own IT asset management 
is not wrong. But if it is something that you are 
not comfortable doing, it is best not to do it 
yourself. As is extremely clear from the above 
discussion IT management is a crucial aspect 
of any business. Hence, there is no midway 
compromise that can be achieved. 

9. IT Outsourcing
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No Overloading

10. Accountability & Compliance



Bottom Line Have just one source for justifying your 
results. Having scattered reports and paper-
work all over the place does not mean you are 
doing effective IT asset management. To be 
effective make one asset repository your 
prime source of all data. This repository 
should be linked to your service management 
system so that it can track the asset through-
out its lifecycle.

Technology is the founding stone on which 
businesses are set these days. Gone is the 
time when it was all about just the product. 
Today business is about product/service as 
well as IT. Therefore, complete control over IT 
asset is imperative for each and every busi-
ness. Forecasting and budgeting IT resources 
is a difficult task. But with proper asset man-
agement, it becomes relatively easy to predict. 
The success of ITAM lay’s in how well it is 
integrated with the ITIL processes. Overload-
ing yourself with IT management tools is not a 
good idea. Look for one that gives you an edge 
over others. In the end, a good IT asset man-
agement strategy will help you add more 
value to the business. To succeed get a solid 
grip on your IT assets.
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